Dersim Besiktas
TP15 : Listes de controle d’acces standards et étendues
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1. ACL IPv4 standards

1.Configurez les PC

Les PC sont déja configurés conformément a la topologie

2.Configurez le routeur R1

Je configure le nom du routeur,désactive la recherche DNS et je chiifre les mots de
passe

Bouterren
Bouterfcont t
Enter configuration commands, cne per line. End with CHNTL/Z.

Bouter {config) #hostname B1

Rl {config) #no ip domain-lockup

Bl {config) #service password-encryption
2l ({config) g

Je protege 1’acces enable avec le mot de passe class et j’ajoute un utilisateur admin
avec comme mot de passe cisco

Bl {config) genakle secret class
Bl {config) #username admin secret cisco
Bl {config) &
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Je configure 1’acces SSH avec I’utilisateur admin

Rl
Rl
Rl
RL
Rl
Rl
Rl

(config) #ip domain-name CCHNA-Lak.com

(config) fusername admin privilege 15 secret sshadmin
{config)gline vty 0 4

{config-line) ftransport input ssh

{config-line) #login local

{config-line) gexit

:ccnfig]ﬂ

Je configure les interfaces G0/0, GO/1 et SO/0/0 du Routeur R1

GO0/0 :

Bl {config) $int gl0/s0
Bl {config-if) §ip address 1%2_.168.11_.254 255_255_255.
Bl {config-if) #noc shut

Bl {config-if) §
(LINE-5-CHEMEED: Interface FigabitEthernetl/0, changed state to up

GO0/1 :

Bl {config-if)#int gls1

Bl {config-if) #no shut

Bl {config-if)§
5LINE-5-CHRNEED: Interface FigabitEthernetl/s1, changed state to up
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S0/0/0 :

Bl {config—if) #int 30/0,0

Bl {config-if) #ip address 10.0_12.1 255_255_255_252

Bl {config-if) #noc shut

Blésh ip int br

Interface IP-Rddress OE? Method Status BProtocol
GigakitEthernetd/0 132.168.11.254 YES5 manual up up
FigabkitEthernetd/s/1 132 .1€63.12_.254 YES manual up up
Beriald/S0s0 10.0.12.1 YES manual down down

3. Configuration du Routeur R2 :

Je configure le nom du Routeur, désactive la recherche DNS et j’active le chiffrement des mots de
passe

Houterren
Routergconf t
Enter configuration commands, cne per line. End with CHTIL/Z.

Bouter {config) #hostname B2

B2 {config) #no ip domain-lookup

B2 {config) §service password-encryption
B2 {config) &

Je mets comme mot de passe class pour le mode privilégié

B2 (config) §enable secret class
B2 {config) &

Je configure 1’acces SSH et j’ajoute 1’utilisateur admin

B2 {config) #ip domain-name CCHA-Lab.com

B2 ({config) fusername admin privilege 15 secret sshadmin
B2 {config) #line vty O 4

B2 (config-line) #transport input ssh

B2 (config-line) #login local

B2 {config-line) fexit

22 {config) g
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Je configure les interfaces sur le Routeur R2

S0/0/0 :

B2 {config) #int 30,/0/0
B2 {config-if) #ip address 10.0.23_.1 255_255_255_252
B2 {config-if) §nc shut

S0/0/1 :

B2 {config-if) #int a30/0/1
RZ {config-if) §ip address 10.0.12.2 2Z55.255.255.252
B2 {config-if) #noc shut

B2 ({config-if) §
2LINE-5-CHANEZED: Interface Seriall/0/1, changed state to up
1

Loopback :

REZgconf t

Enter configuration commands, one per line. End with CHIL/Z.
B2 {config) #int locopbkback(

B2 (config-if) #ip address 200.0.0.1 255_255.255_255

BZ2gsh ip int br

Interface Ib-Lddress OKE? Method Status Protocol
EigabitEthernet0/0 unassigned YES manual down down
EigabitEthernet0/1 unassigned YES manual down down
Seri=alo/s0/0 10.0.23.1 YES manual down down
Beriall 071 10.0.12.2 YES manual up up
Loopbackd 200.0.0.1 YES manual up up
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4. Configuration du Routeur R3

Configuration du Routeur R3

Je change le nom du Routeur,désactive la recherche DNS,chiffre les mots de
passe et mets comme mot de passe class pour le mode privilégié

Routerren
REoutergconf t
Enter configuraticn commands, cne per line. End with CHNTL/Z.

Bouter {config) #hostname R3

B3 {config) #no ip domain-lookup

B3 {config) #service password-encryption
B3 {config) #enable secret class

23 {config)

Je configure 1’accés SSH et je mets un utilisateur admin

B3 {config) #ip domain-name CCHA-Lab.com

B3 {config) fusername admin privilege 15 secret sshadmin
B3 {config) #line vty 0 4

B3 {config-line) #transport input ssh

B3 {config-line) #login local

B3 {config-line) exit

B3 (config) §

Je configure les interfaces du Routeur R3

GO0/0 :

B3 {config) §int gds0
B3 {config-if) #ip address 1%2.168_21_254 255_255_255.0
B3 {config-if) #nc shut

B3 {config-if)#
FLINE-5-CHANEED: Interface FigabitEthernetl,0, changed state to up
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GO/1 :

B3 {config—if) #int gldsS1
B3 {config-if) #ip address 1582_1&3.2
B3 {config-if) #no shut

b3
b3
o
s
¥
o
i
b
o
i
b3
o
i
]

BE3{config-if) &
SLINE-5-CHARMEED: Interface GigabitEthernetl/1l, changed state to up

S0/0/1 :

B3 {config-if) gint s0/0/1

R3{config-if) #ip address 10.0.23.2 255_255_255_252

B3 {config-if) #no shut

B3 {config-if) g

SLINE-5-CHANGED: Interface Serialldys0/1, changed state to up

R3gsh ip int br

Interface IP-Rddress COE? Method Status Protocol
FigabitEthernetl,0 152 _.168.21.254 YES manusl up up
FigabitEthernetl,1 152 _.1e8.22.254 YES manusl up up
Seri=aloys0F0 unassigned YES unset administratiwvely down down
Seriall/ 071 10.0.23.2 YES manual up up
Vlanl unassigned YES unset administratiwvely down down
R3g
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Rl
Rl
Rl
Rl
Rl
Rl
Rl
Rl

5.Configuration de RIP V2

R1:

{config) #router rip

{config-router) gversion 2
(config-router) fnetwork 152.168.12.0
(config-router) fnetwork 152.168.11.0

{config-router) gnetwork 10.0.12.0

(config-router)

#no auto

{config-router) §noc auto-Summary
{config-router) §

R2:

RZ
RZ
RZ
RZ

{config-router) gnetwork 10.0.12.
{config-router) gnetwork 10.0.23.
{config-router) gnetwork 200.0.0.0
(config-router) £

[ i}

R3:

RE3gconf t©
Enter configuration commands, one

23
23
23
23
B3
23
23

{config) §router rip
{config-router) §version 2
{config-router) fnetwork 1592 _1&8.
{config-router) gnetwork 192 _1&8.
{config-router) gnetwork 10.0_23.
{config-router) §no auto-summary
{config-router) §
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Ping PC-11 depuis PC-12

Wrping 15Z2.1

Pinging 192._

yund trip times 1n milli-se
Oms, Maximuam

yund trip times 1in
Maximim =

Rece 4 P Lost 0 (0% loaga),
nd Crlip rCimes 10 millli-s ds:
i 15ms
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Je me connecte depuis PC-12 a tout les routeurs en SSH

¥ pc1z — O *

Physical Config EEEHCE Programming Attributes

S3H Client

¥ pciz — O *

Physical Config EEEHCE Programming Attributes

535H Client

¥ pciz — O *

Physical Config EEEL‘tcE Programming Attributes

535H Client

Password:
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Je créer une liste d’accés numérotée

R3gconf t©

Enter configuration commands, one per line. End with CHTIL/Z.
B3 {config) #access-list 1 permit 19%2_.1623.11.0 0.0_.0_.255

B3 {config) #access-list 1 permit 192 _.168.12.0 0.0.0.255

R3{config) #access-list 1 deny any
B3 {config) g

B3 {config) #int gld/,0

B3 {config-if) #ip acceas—group 1 out
B3 {config-if) #exit

R3{config) g

On peut voir que maintenant le réseau 21 n’est plus joignable depuis PC-22

“Fping 152.16

Pinging 1%2_.1
Reply
eply
eply
ply

Ping statistics
Packets: Sent

En tapant la commande sh access-lists on peut voir le nombre de tentative

R3gsh access-lists
Standard IP access list 1
10 permit 192 _.168.11.0 0.0._

20 permit 1%z l&=2 12 -
30 deny any {4 matchies))

-255
-
=

23g
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Je mets les listes d’acces standard au plus pres de la destination

Blgconf t

Enter configuration commands, one per line. End with CHNTL/Z.
Al {config) #ip access—list standard ARCCESS LANNIL

Bl {config-std-nacl) fpermit 192 _1&83_.22_.0 0.0.0_255

Bl {config-std-nacl) fpermit host 1%2_168_.Z1.1

Rl {config-std-nacl) fexit

Bl {config) &

Bl {config) #int gl/0

Rliconfig-if) #ip acceas—group ACCESS LANN11 cut
Bl {config-if) gexit

Bl {config)#

Rlgsh accesas-lisats

Standard IP accesa list RCCESS TAENNI1L
10 permit 152.163.22.0 0.0.0.255
20 permit heost 152.162.21.1

Blg

Depuis PC-21 je ping PC-11
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C:Wrping 1%2.163_11.1

time=1&ms

(0% loasg)

15ms

Avec la commande sh access-lists je peux voir le nombre de paquets autorisés

Rlfsh access-lists
Standard IP access list RCCESS_LANNI]
10 permit 152.1683_.22_.0 0_.0.0_255
20 permit host 1%2.168_.21.1 (4 match{ea))

21

Je ping PC-11 depuis PC-22

S I A
S11.1:
S I A
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Je ping PC-11 depuis PC-12

>ping 192.168.11.1

Pinging 1%2_168.11.1 with 22 bytes of data:

tination host

o

Je retape la commande sh access-lists sur le routeur R1

Rl#sh access-lists

Standard IP acceas list ROCESS LANNI]
10 permit 15%2.1€28.22.0 0.0.0.255 {4 matchiesa))
20 permit host 192_168.21_.1 (4 matchi{es)])

Rlg

Rlgconf t

Enter configuration commands, one per line. End with CHIL/Z.
Rl{config) #ip access-list atandard ARCCESS LANNII

Bl {config-atd-nacl) fnoc 20 permit host 1%2_168_.21.0 0.0_.0_255
Bl {config-atd-nacl) 20 permit 152 _1&83_.21_.0 0.0.0_255

Rl {config-std-nacl) #30 deny any

Bl {config-atd-nacl) fexit

Rl {config) g
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Je ping PC-11 depuis PC-12

C:ysping 152.168.11.1

2 r r y 1225 ) -inati o3t 4 chable

chable .

Ping statist - -
Packets: nt 4, e . 4 (100% loss),

Rlgsh access-lists
Standard IP access lis
10 permit 132.168 a.
20 permit 1392 _1&8._ 0.
5] |

30 deny any I4 mat = 'I

LCCESS LANMI1L1
.a 0.0.255 (4 match{es))
_ 0 0.0.2

o

5

e B2t

TR B2

H1g

Je créer une liste d’acces standard nommée ACCESS_SSH_ADMIN pour
sécuriser les acces SSH

Rlgconf t

Enter configuration commands, one per line. End with CHNTIL/Z.
Rliconfig)#ip access-list standard RCCESS SS5H ADMIN

Bl {config-std-nacl) fpermit 192 _162.11.0 0.0_0_255

Rl {config-std-nacl) |

Rlgconf t

Enter configuration commands, one per line. End with CHTL/Z.
Rl {config) #ip access-list standard ROCESS S5S5H ADMIN

Bl {config-std-nacl) fpermit 1592_1683.11.0 0.0.0_255

Rl {config-atd-nacl) #line vty 0 4

Rl {config-line) access—class RACCESS S5H ADMIN in
Bl {config-line) fexit

Rl {config) #
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Depuis PC-12 il n’est pas possible de se connecter en SSH au routeur R1

Ly

Physical Config EEEHCE Programming Attributes

S35H Client X

E’ Session Terminated

The current =ession has closed. Do you want to reestablish a new session with the
previous session options?

Depuis PC-11 c¢a fonctionne car ils sont sur le méme réseau

¥ pcid — O =

Phy=ical Config EEEL‘tcE Programming Attributes

S5H Client X

TP 15 Page 16




2. ACL IPv4 étendues

N
21
21
Rl
21
21
Rl
21
N

21
21
R1{
21
EN

Rl

Sur R1 je configure OSPF

{config-router) frouter ocapf 1

{config-router) fauto—coat reference-bandwidth 1000
{config-router) fnetwork 152 _162.11.0 0.0_.0_255 area 0
{config-router) #network 152 _168_.1Z2.0 0.0_0_255 area 0
{config-router) $network 10.0.12.0 0.0.0.3 area 0O
{config-router) fpassive—-interface gl/s0
{config-router) #passive-interface gi/s1
{config-router) fexit

{config) §int g0/s0

i if) §bandwidth 100000

gint gl/1

Ebandwidth 100000

gint =0/0/0

fbandwidth 1238

{config-if)§

Sur R2 je configure OSPF

az:

uuuuuuuuuu T T T T T ey P

{config) #router ocapf 1

{config-router) fauto—coat refere
{config-router) fnetwork 10.0_12
{config-router) gnetwork 10.0_23
{config-route

nce-bandwidth 1000
-0 0.0.0.3 area 0
.0 0.0.0.3

T

2e:20: %05PF-5-ADJCHE: Process 1, Mber 152 1628.12.254 on Seriald/s0/1

FUOLL, Loading Done

def

22
R2
22
RZ
22
22

ault-information ocriginate

{config-router) fexit
{config)#int 30/70/0
{config-if) §bandwidth 123
(config-if)#int s0/0/1
{config-i
{config-if

£l Ebandwidth 128
1#
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Sur R3 je configure OSPF

R3{config-router) grouter ospf 1

B3 {config-router) §auto-cost reference-bandwidth 1000

B3 {config-router) #network 152.163.21.0 0.0.0.255 area 0O

B3 {config-router) #network 192 _.163_22.0 0.0_.0_.255 area 0O

B3 {config-router) #network 10.0.23.0 0.0.0_.3 area 0

B3 {config-router) §passive—interface gl/s0

02-28:49: %05PF-5-ADJCHE: Process 1, Nbr 200.0.0.1 omn S5eriald/0/1

Loading Done

B3 {config-router) §passive—-interface gli/s1
B3 {config-router) #int gl/s0

B3 {config-if) ¢bandwidth 100000
B3{config-if) #int gl/1

B3 {config-if) ¢bandwidth 100000

B3 {config-if) #int 30,/0/1

B3 {config-if) ¢bandwidth 128
R3{config-if) ¢

Je vérifie que depuis R3 les routes de R1 et R2 sont apprises

B3fsh ip route oapf

10.0.0.9/8 is wariably subnetted, 3 subnets, 2 masks
o] 10.0.12.0 [110/1254] wia 10.0.23.1, 00:01:4¢&, Seriald 0,1
o 152.1€8.11.0 [110/1304] wia 10.0.23.1, 00:01:4&, Serialdys0/1
o 132.1€8.12.0 [110/1304] wia 10.0.23.1, 00:01:4¢, Seri=ld/ 0,1
R3E

Je créer deux ACL et les appliques aux interfaces

Rl {config) #access—-list 111 permit ip 192.168_.11.0 0_.0_.0_255 192 _1&8.
Bl {config) faccess-list 111 deny ip any any

Bl {config) #acceas-list 112 permit ip 152.16€83.12.0 0.0.0.255 1592 _l1lc8.
Bl {config) #acceas-list 112 deny ip any any

Bl {config) #int gl/0

Rl {config-if) #ip access—group 111 in

Bl {config-if) gint gls1

Rl
o1

l§ip access—group 112 in
VR

{config-i

Fremm &4 =i
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Ping depuis PC-11

mmand Line 1.0

unreachable .
12ble .
unreachable .

Ping statistics - :
Packets: . iwved = 0, 3 (100% loas),

trol-C

d

1: byt
1: byt
1: byt

m m m
W W W

g

[
[

eived =

Sur R3 je créer une ACL étendue

B3 {config) #ip access-list extended WEB

B3 {config-ext-nacl) fpermit icmp 192 _168.22.0 0.0.0.255 any echo
B3 {config-ext-nacl) fpermit tcp 15Z_.168_.22.0 0_.0_0_2Z55 any eg wWwWwW
B3 {config-ext-nacl) fpermit tcp 192_.1628_.22.0 0.0_.0_255 any =g 443

R3{config-ext—-nacl) §
J’applique sur I’interface G0/1 en entrée

B3 {config-if)#int gOs1
B3 {config-if) #ip access-group WEB in
B3 {config-if)#
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Je créer une ACL étendue et je 1’applique sur I’interface G0/1 en sortie pour autoriser les ping retour

R3{config) #ip accesa-list extended WEE_RETOUR

B3 {config-ext-nacl) fpermit tcp any 192 _163_22.0 0.0.0.255 esatablished
B3 {config-ext-nacl) fexit

R3{config) #int gldsl

B3 {config-if) §ip access-group WER RETOUR out

B3 {config-if) #

Je vérifie les ACL

Extended IP access list WEB

10 permit icmp 132.1€3.22.0 0.0.0.255 any echo

20 permit tcp 19Z_168_.2Z2.0 0.0_0_2Z55 any eg wWwWwW

30 permit tcp 19Z.168.2Z2.0 0.0_.0_.2Z55 any =g 443
Extended IP access list WER RETOUR

10 permit tcp any 19%2_.168_.22.0 0.0.0.255 established

HIg

B3gsh ip int gi/s1
GigabitEthernetl/1 i3 up, line prot

-

Internet address is 1532 _.168.2Z2.25
Broadeoast address is Z55.2Z55.255.
bddress determined by setup command

MTO is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Cutgoing access list is WEB BRETOUR

is up {(connected)

B2 [

col
F24
5

(i3]

Je modifie I’ACL

R3{config) #ip access-list extended WEER RETOUR
B3 {config-ext-nacl) £20 deny ip any any
B3 {config-ext-nacl) g

Depuis PC-22 je fais ping

bytes of data:

Jegtination host unreachable.

esti -ion hosat wur hable .
hable .
chable.
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Je modifie I’ACL pour autoriser les requétes ICMP

R3{config) §ip acceas-list extended WEB_RETOUR
B3 {config-ext-nacl) 15 permit icmp any 192_168.22_.0 0.0.0_255 echo-reply
B3 {config-ext-nacl) #

Je modifie I’ACL WEB

B3 {config) #ip access-list extended WEB

B3 {config-ext-nacl) fpermit tcp 192_.162_.22.0 0.0.0_.255 any eg pop3
B3 {config-ext—nacl) fdeny ip any any

B3 {config-ext-nacl)§
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