Dersim Besiktas
Chapitre 11 : Configuration du NAT/PAT sur un routeur Cisco
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1. Initialisation du Réseau

J’initie le réseau conformément a la topologie
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2. Configuration des PC

Je configure les PC

PC-1:
B pc1 = | X
Physical ﬂ Desktop Programming Attributes
GLOBAL d FastEthernetd
Settings Port Status v on
e TSR TTE Link Speed & 100 Mbps C 10 Mbps ¥ Auto
INTERFACE
% Duplex  Half Duplex & Full Duplex [ Auto
FastEthernetl
Blustooth MAC Address 00%0.0CC1 46C8
LIeToi
IP Configuration
" DHCP
(o Static
IPv4 Address 192.188.0.10
Subnet Mask 255 255.255.0
IPvS Configuration
" Automatic
& static
IPv6 Address i
Link Local Address:| FE&0:. 230:CFF:FEC1:458C3
PC-2:
B pc2 = a x
Physical ﬂ Desktop Programming Attributes
GLOBAL ;| FastEthernetl
Settings Port Status  on
Algorithm Settings
d g Link Speed @ 100 Mbps € 10 Mbps [¥ Auto
INTERFACE
. Duplex ¢ Half Duplex & Full Duplex i# Auto
FastEthernetl
Bluetooth MAC Address 0080.21EE.5800
uetoof
IP Configuration
" DHCP
(s Siatic
IPv4 Address 192.168.1.10
Subnet Mask 255 2552550
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PC-3:

= - o X
Physical ﬂ Desktop Programming Attributes
GLOBAL ;| FastEthernetl
Settings Port Status v on
Al ithm Setti
Qo == o? Link Speed @ 100 Mbps C 10 Mbps W Auto
INTERFACE
- Duplex ¢ Half Duplex ¢ Full Duplex b Auto
FastEthernet0
Bluctooth MAC Address IDDED.ASEHS.A?BB
uetoo
IP Configuration
" DHCP
ok
IPv4 Address 1892.168.1.100
Subnet Mask 255 255 2550

IPvE Configuration

3. Configuration de R1

BTS SIO 1

Page 4




Je configure le R1 :

Houterren
Houtergconf t
Enter configuratiocn commands, cone per line. End with CNTIL/Z.

Bouter {config) #hostname Rl

Bl {config) #enable secret class

Bl {config)éne ip domain-lookup

Bl {config) #service password-encryption

Bl {config)gint glds0

Bl {config-if)#ip address 15%2_.168_.0.1 255_255_255.0
Bl {config-if)#noc shut

Bl {config-if)#
(LINE-5-CHANZED: Interface GCigabitEthernetl/0, changed state to up

(LINEFROTC-5-UPDOWN: Line protocel on Interface GigabitEthernetl/0, changed state to up

Bl (config-if)#int a0/0/50
Bl {config-if)#ip address B0.75.100.2 255.255_255.252
Bl {config-if)#nc shut

%LINE-5-CHANGED: Interface Seriallds0/0, changed state to down
Bl {config-if)#int gls1

Rl {config-if)#ip address 152.1€3.1.1 255.255.255.0

Bl {config-if) #no shut

Bl {config-if)#
SLINE-5-CHANGEED: Interface GigabitEthernetl/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protococl on Interface GigabkitEtherneti/1l, changed state to up

Je mets une route par défaut

———— e ————— —_—— ———— ———— i ———— —

Bl {config)#ip route 0.0.0.0 0.0.0.0 80.75.100.1
R1 {config) g

4. Configuration du routeur ISP

Houter»en
Routergconf t
Enter configuratiocn commands, one per line. End with CHTIL/Z.

Router {config) fhostname ISP
ISP (config) genakle secret class

ISP {config)#ne ip domain-loockup

ISP {config) #gervice password-encryption

ISP {config)#int 30,070

I5P{config-if) #ip address 80_79%.100_.1 255_255_.255_252
ISP {config-if) #nc shut

ISP {config-if) &
%LINE-5-CHRMEZED: Interface Seriall/ 070, changed state to up

SLINEPROTO-5-UPDOWN: Line protococl con Interface Serialds/0/0, changed state to up




Configuration de la route vers le pool d’adresses publiques

ISP ({config)#ip route 201.45%.10.1& 255.255.255.240 80.75.100.2

ISP {config) g

Je configure une loopback

ISP (config) #int 1ol

ISP {config-if) &
(LINE-3-UPDCWN: Interface Loopbackld, changed state to down

(LINEFROTO-5-UEPDOWN: Line protococl on Interface Loopback(,

ISP (config-if) gexit

ISP (config) &

Ping depuis chaque PC vers R1

PC1:

C:vw»ping 152_.1&8.

Pinging 152.
Reply
ply
ply
ply

Ping statist

PC2:
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\rping 192_163.1.1

Pinging 195

Ping PC3 depuis PC1
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C:h\»ping 192.165.1.100

Pinging 15%2.168.1.100 with 32 bytes of ¢

Sending 5, 100-byte ICHMP Echos to 8.83.8.8, timeout is 2 seconds:

Buccess rate is 100 percent (5/5), round-trip minfavg/max = 2,/4/€ m3

Rlg

4. Configuration commune a tout type de NAT

J’indique les interfaces « inside » et « outside »

Rl {config) #int gld/0
Bl{config-if)gip nat inaide
Bl {config-if) fexit

Bl {config) #int gl/1
BEl{config-if) §ip nat inside
Bl {config—if) §exit

Bl {config) #int =0/0/0

Bl {config-if) #ip nat outside
Bl {config-if) fexit .
Rl {config) §
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5. Configuration du NAT statique pour PC3 (redirection)

Je configure la translation statique

Bl {config) #ip nat inside source static 152.1683.1.100 201.4%.10.30
Bl {config) §~Z
Hl1g

Je tape la commande sh ip nat translations pour voir la table de
translations
Blgsh ip nat translaticons

Pro Inside glokal Inside local Cutside local Cutside glokal
--— Z201.45.10.30 192 .168.1.100 —-— —-—=

21g

Je ping 8.8.8.8 a partir de PC3

time=1lms TTL=
time=11lms TTL

time=10ms TTL

Maximum = llms, Awve

En retapant la commande sh ip nat translations je vois que les paquets
ont été translatés
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RBlésh ip nat translatiocns

Eroc Inside glcokal Inside local Cutside local Cutside global
icrmp 201.49.10.30:17 192.163.1.100:17 g8.8.8.8:17 g.8.8.8:17
icmp 201.4%.10.30:18 192.168.1.100:18 g.8.8.8:18 g.8.8.8:18
icmp 201.4%.10.30:189 192.168.1.100:19 B.8.8.8:1%3 B.8.8.8:1%3
icmp 201.4%.10.30:20 192.1638.1.100:20 g.8.8.8:20 8.8.8.8:20

-—— 201.4%.10.30 132.1€83.1.100 —-—= -—=

Je ping 201.49.10.30 depuis le routeur ISP

ISPg#ping 201.4%_10.30

Type escape seguence to zbort.
Sending 5, 100-byte ICHMP Echos to 201.45.10.30, timecut is 2 seconds:

Buccess rate is 100 percent (5/5), round-trip minfavg/max = 4/8/10 ms

=y

J’affiche la table de translation depuis R1

RElfsh ip nat translations

Pro Inside glckal Inside local Cutside local Cutside glokal
icmp 201.4%.10.30:10 192 .1638.1.100:10 80.7%.100.1:10 80.73.100.1:10
icmpe 201.4%.10.30:¢€ 182 .16€8.1.100:8& B0.7%.100.1:¢ 80.75.100.1:¢
icmpe 201.4%.10.30:7 182 .1€8.1.100:7 B0.7%.100.1:7 80.75%.100.1:7
icmp 201.4%.10.30:8 1%2.168.1.100:8 80.7%.100.1:8 80.73.100.1:8
icmp 201.4%.10.30:9 182 .1€8.1.100:9 B0.7%.100.1:9 80.75.100.1:9
-—— 201.4%.10.30 182 .1€8.1.100 —-—= —-——=

R1g

On voit bien que les ping ont été redirigé vers PC3 (192.168.1.100)
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6. Configuration du NAT dynamique avec pool d’adresses
(sans et avec surcharge)

Je créer le pool d’adresses

Rlgconf t
Enter configuration commands, one per line. End with CHTIL/Z.
Bl {config) #ip nat pocol POOL-MAT-LANZ 201 .4%5.10.17

201 .45 _10.2% netmask 255_Z55_255_240
Bl {config) #

Je créer une ACL

Rl {config) gaccess—-1list 1 deny 152.163.1.100

Bl {config) #access-list 1 permit 152.1683.1.0 0.0.0.255
Bl {config) &

Je configure le NAT

Bl {config) #ip nat inside source list 1 pocl BOOL-WNAT-LAMZ
2l {config)

Bl{config) #ip nat inside scurce list 1 pocol POOL-NAT-LANZ overload
Bl{config) g

Je ping 8.8.8.8 depuis PC2
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C:hw»ping |
Pinging 8

time=12ms TTL:
time=1lms TT

time=1lms TTL=
time=1lms TTL=

ply
ply
ply
Reply

T
T
T
T

ved = 4, Lost 0 (0% loss),
in milli-=s

Zor

7. Configuration du NAT dynamique sans pool d’adresses
(avec surcharge : fonction PAT)

Bl {config) #access-list 2 permit 1%2.163.0.0 0.0.0.255
Bl {config) #ip nat inside source list 2 interface 30/0/0 owverleocad
Bl {config) g

Depuis PC1 je ping 8.8.8.8

Pinging 8

Reply
a -_1_1*

a (0% loss),
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