Dersim Besiktas
TP20 - Configuration de la surcharge de Pool NAT et de la fonction PAT
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Partie 1: Création du réseau et vérification de la connectivité

Etape 1: Cablez le réseau conformément a la topologie

Je cable le réseau conformément a la topologie
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Etape 2: Configurez les hotes de PC

PC-A:

PC-A - O x

Physical Cnnﬂﬁ Desktop Programming Afttributes

GLOBAL ;| FastEthernetd
Settings Fort Status ¥ on
Al ithm Setti
s = Link Speed @ 100 Mbps € 10 Mbps ¥ Auto
INTERFACE
Duplex " Half Duplex & Ful Duplex [+ Auto
FastEthernet0
MAC &ddress 000C. 8528 2424
Bluetooth
IP Cenfiguration
" DHCP
(& Static
—
IPv4 Address 192.168.1.20
Subnet Mask 255 2552550
—
IPw& Cenfiguration
" Automatic
@ Static
IPVE Address |

Phys=ical Cunﬁﬁ Deskiop Programming Attributes

GLOBAL d FastEthernetl
Settings Port Status v on
Al ithm Setti
_— Link Speed @ 100 Mbps C 10 Mbps ¥ Auto
INTERFACE
Duplex ¢ Half Duplex (& Full Duplex [+ Auto
FastEthernet0
WMAC Address 00024401 EACE
Bluetooth
IP Configuration
" DHcP
(& Static
IPv4 Address 192.168.1.21
Subnet Mask 255.255.255.0|
IPv& Configuration
(" Automatic
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PC-C:
| I - O
Physical ﬂ Desktop Programming Attributes
GLOBAL J FastEthernetd
=etings Port Status ¥ On
Al ithm Setti
SRR Link Speed @ 100 Mbps € 10 Mbps ¥ Auto
INTERFACE
Duplex ¢ Half Duplex (& Full Duplex W Auto
FastEthernet0
MAC Address 0030.F280.7SEQ
Bluetooth
IP Cenfiguration
(" DHCP
(¢ Static
IPvé& Address | 192.1688.1.22
Subnet Mask |2E-E-.25E-.25E-.|J

IPvE Configuration
(" Automatic

(* Static

IPvE Address l

Etape 4: Configurez les paramétres de base pour chaque routeur

Je configure le routeur Gateway :

Houterren
Houterfconf t
Enter configuraticon commands, cne per line. End with CHTL/Z.

Bouter (config) #no ip domain-lockup

Bouter (config) #hostname Fateway

Fateway{config) #int gl/s1

Fateway({config-if) §ip address 153%2.1683.1.1 255_.255.255.0
Cateway{config—if) #nc shut

GCateway{config-if) ¢
5LINE-5-CHAENEED: Interface FigabitEthernetls1, changed state to up

SLINEPROTO-5-UPDOWN: Line protoccl on Interface GigabkitEthernetl/s1l, changed state to up
Fateway{config—if) #int s0/70/1
Fateway({config-if) #ip address 205.165.201.18 255.255_255_252

Fateway (config—if) #noc shut

5LINE-5-CHAENEED: Interface Serialdys0/1, changed state to down
Gateway (config-if) ¢
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Fateway (config-if) fexit

Fateway (config) #enable secret class
Fateway (config)#line wey O 4
Cateway{config-line) password cisco
Fateway (config-line) gexec
Fateway({config-line) fexec—timecut 5 0
Fateway {config-line) #logging synchronous
Fateway (config-line) #login

Fateway {config-line) #

Configuration du routeur ISP :

Bouter>en
Boutergconf t©

Enter configuration commands, one per line. End with CHNTL/Z.

Bouter ({config) #nc ip domain-leookup
Bouter ({config) #hostname ISE

ISP {config) #enabkle secret class

ISP {config) #line wty O 4

I5P {config—line) #password ciaco

ISP {config-line) gexec—timeout 5 0
ISP {config-line) #login

ISP {config-line) flogging synchronous
ISP {config-line) exit

I5P {config)#int 30,/0/0

I5P {config-if)#ip address 205_165.201.17 255_255_255.252
ISP {config-if)#nc shut

ISP {config-if)#

SLINE-5-CHANGED: Interface Serizalds0/0, changed state to up

ISP {config—if) &#int lod
ISP |config-if) #ip address 1%2.31.7.1 255.255.255.255

ISP:ccnfié— gclock rate 123000
ISP{config—if)#

Etape 5: Configurez le routage statique
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Je créer une route statique depuis le routeur ISP

ISP {config) #ip route 203.165.200.224 255_255_255_248 Z035.165.201.18
ISP |{config) &

Je créer une route par défaut sur le routeur Gateway

Fatewaygcont t

Enter configuration commands, one per line. End with CHTIL/Z.
Fateway {config) #ip route 0.0.0.0 0.0.0.0 205.185.201.17
Zateway (config) g

Etape 6: Vérifiez la connectivité du réseau

Depuis les PC je ping la passerelle

PC-A :
¥ PC-A |

Phy=ical Config I:es}:tcE Programming Aftributes

Command Prompt

r PC Command Lime 1.0
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PC-B:

= -

Phyzical Config O EEHCE Programming Attributes

Command Prompt

;ommand Line 1.0

Pinging 19%2_.168.1_.1 with 32 bytes of

und trip times
= Oms, Maximum = 5Erx

PC-C:

-

Phys=ical Config EEEL‘tcE Programming Attributes

Command Prompt

nt . eix 4 HLost
d trip times 1n milli-=
i Oms,
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Partie 2: Configuration et vérification de surcharge de pool
NAT

Etape 1: Définissez une liste de contrdle d'accés correspondant aux
adresses IP privées du LAN

Je défini un controle d’acces pour permettre la traduction du réseau
192.168.1/24

Fatewaygconf t

Enter configuration commands, one per limne. End with CNTL/Z.
Fateway (config) gaccess-list 1 permit 192_.163.1.0 0.0.0_255
Cateway (config) g

Etape 2: Définissez le pool d'adresses IP publiques utilisables

Je définie un pool d’adresse IP publique qui pourra étre utilisables

GFateway (config) #ip nat peool public access 209.1&85.200.225 205.165.200.230 netmask
255.255_255_248
Cateway{config) g

Etape 3: Définissez la NAT a partir de la liste source interne vers le
groupe externe
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Je configure la surcharge a partir de la liste source interne vers le groupe externe

Fateway({config) #ip nat inaide scurce list 1 peool public access overleoad
Gateway {config)

Etape 4: Indiquez les interfaces

Je détermine interfaces intérieurs et extérieurs

Fateway{config) fint gls1
Fateway{config-if) §ip nat inaside
Fateway {config-if) #int s30,/0/1
Fateway({config-if) §ip nat cutside
Fateway (config-if) g

Etape 5: Vérifiez la configuration de surcharge de pool NAT

Depuis chaque PC je ping I’adresse 192.31.7.1
PC-A:
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] -

Physical Config EEEL‘tcE Programming Attributes

*ping 15:

Pinging 152

PC-B:
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PC-B -

Physical Config EEEL‘tcE Programming Attributes

Command Prompt

Fping 1

Pinging 1%5:

P Times 1n milli-s
i Sms,

Phy=ical Config EEEHCE Programming Aftributes

4, Lost

ip times in milli-=
Maximm =

“Fping 152

Pinging 1%2_31_7

und ip times 1n
lms, Maximum = Sms, Awve
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J'affiche les statistiques nat depuis le routeur Gateway

Fatewayfsh ip nat statistics
Toctal translaticns: 12 {0 static, 12 dynamic, 12 extended)
Cutside Interfaces: Seriall/0/1
Inside Interfaces: GigsbitEtherneti,1
Hits: 24 Misses: 24
Expired translations: 12
Dynamic mappings:
—— Inside Source
access-list 1 poeol public access refCount 12
pocl public access: netmask 255.255.255.248
start 209.1&65.200_225 end 209.165_200.230
type generic, total addresses &€ , a2lleocated 1 {1€%), misses 0
Cateway#|

J'affiche les NAT sur le routeur Gateway

Fatewavésh ip nat translaticns

Pro Inside glcokal Inside local Cutside local Cutside global

icmp 209.165.200.225:102415%2.168.1.21:17 192.31.7.1:17 132.31.7.1:1024
icrmp 209.165.200.225:1025192.168.1.21:13 192.31.7.1:18 192.31.7.1:1025
icmp 209.165.200.225:102€1592.168.1.21:15 192.31.7.1:1% 192 .31.7.1:102&

Partie 3: Configuration et vérification de la fonction PAT

Etape 1: Effacez les NAT et les statistiques sur le routeur de passerelle

Je supprime les NAT

Fatewaygclear ip nat translation *
Fateways
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Etape 2: Vérifiez la configuration NAT

Fatewaytsh ip nat statistics

Total translaticns: 0 (0 static, 0 dynamic, 0 extendead)
Cutside Interfaces: Serizld/s/0/1

Inside Interfaces: EFigabitEthernetl/ 1

Hits: 48 Misses: 43

Expired translations: 48

Dynamic mappings:

—— Inside Source

accega-liat 1 poecl public access reflfount O
pool public access: netmask 255.255.255.248
start 20%.185.200.225 end 205.1&65.200.230

type generic, total addresses & allocated O (0%), misses 0O

r
Fateways

v

Etape 3: Supprimez le pool des adresses IP publiques utilisables

Je supprime le pool des adresses IP et la traduction NAT

Fateway{config) #nc ip nat peool public access 205.165.200.225 205.165.200.230 netmask
255_255_255_248
Fateway{config) &

Etape 4: Supprimez la traduction NAT depuis la liste source interne vers
le pool externe

Gateway(config)#ne ip nat inaside scurce list 1 pool public access overload
Fateway(config) g
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Etape 5: Associez la liste source a I'interface externe

Fatewaylconfig) #ip nat inaide source list 1 interface serizl 0/0/1 ocverload
ateway{config) &

iy i

Etape 6: Testez la configuration PAT

Depuis chaque PC j’envoie une requéte ping a 1’adresse 192.31.7.1
PC-A:
| - O

Physical Config EEEHCE Programming Attributes

Command Prompt

C:h\»ping 192.31.7.

Ping statistics for 15
E et
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PC-B:

PC-B — O

Physical Config EEEHCE Programming Attributes

Command Prompt

Fping 152. 7.1

Pinging 19%2.31.7.1 with 32 bytes of data:

time=1lms TTI:

red = 4, a0 (0% leoss),
in milli-3e
10ms, 2w

PC-C:
-

Physical Config De EL‘tCE Programming Attributes

d Prompt

Fping 151

Pinging 1%
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J’affiche les statistiques NAT depuis le routeur Gateway

Fatewayish ip nat statistics

Tetal translaticms: 12 {0 statie, 12 dynamie, 12 extended)
Cutside Inmterfaces: Seriall0/0/1

Inside Interfaces: GigabitEthernet0/1

Hits: 84 Misses: 34

Expired translaticna: 72

Dynamic mappings:

Fatewayish ip nat statistics

Total translaticns: 12 (0 static, 12 dynamic, 12 extended)
Cutside Inmterfaces: Seriall0/0/1

Inside Interfaces: GigabitEthernetd/s1

Hits: 84 Misses: 34

Expired translaticns: 72

Dynamic mappings:

Gatewayﬂ

J’affiche les traductions NAT depuis la Gateway

Fatewayish ip nat translations

Pro Inaide glokal Inaide locszl Cutside local Cutaide glokal

icmp 209 .165.201.15:10241592 . 163.1_21:33 182 .31.7.1:33 152 .31.7.1:-10z24
icrmp 209 .165.201.15:10251592 . 163.1_21:34 132.31.7.1:-34 152 .31.7.1:1025
icmp 209 .165.201.13:1026192 . 163 .1 _21:35 192.31.7.1:35 182 .31.7.1:102%
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