Dersim Besiktas
implémentation de la sécurité VLAN
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Partie 1 : Création du réseau et configuration des parameétres
de base du périphérique

Etape 1 : Cablez le réseau conformément a la topologie

Je cable le réseau conformément a la topologie

a7
2050424TT oslZ4TT = T
1 PC-PT
pC-C

'] e
PC-PT PC-PT
PC-A PC-B

Etape 2 : Configurez les adresses IP sur PC-A, PC-B et PC-C

Je configure I’'IP de PC-A

IF Configuration

(" DHCP (* Static
IPv4 Address [172.17993
Subnet Mask | 255 255 255 0
Default Gateway |1T2.1T.99.1|
DNS Server [0.0.00
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Je configure I’IP de PC-B

IF T L

(" DHCP (* Static

|Pvd Address |1T2.1T.1III.3
Subnet Mask |25E-.25E-.25E-.EI
Default Gateway |1T2.1T.1III.1|
DNS Server [0.0.0.0

Je configure I’IP de PC-C

IF Lonnguratcn

(" DHCP (= Static

[Pv4 Address | 172.17.55.4
Subnet Mask |25E-.25E-.25E—.III
Default Gateway |1T2.1T.99.1
DNS Server |0.0.0.0

Etape 3 : Configurez les paramétres de base pour chaque commutateur

Configuration de S1

Je désactive la recherche DNS

Switch¥en
Switchiconf t
Enter configuration commands, one per line. End with CHIL/Z.

Switch (config) #no ip domain-lookup
Switch{config)g
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Je change le nom du commutateur

e s psss g ¢ TEL SR LAaAMS LSS S rdLRaps

Switch {config) #hostname 51

51

{config)

J’attribue classe comme mot de passe pour le mode privilégié

A A e e A e e il e AN S Ay EA e

51 {config) #enable secret class
51 {config) §

J’attribue cisco comme mot de passe console et vty

Elgconf t
Enter configuration commands, one per line. End with CHIL/Z.

51
51
51
51
51
51
51
51

51
Sl

{config) #enable secret class
(config) #line con 0O
{config-line) §pasaword cisco
(config-line) §login
{config-line) §line wty 0 4
{config-line) §pasaword cisco
{config-line) §login
{config-line) fexec—timeocut 5 0

{config-line) #logging synchronous
{config-line)

Configuration de S2

Je désactive la recherche DNS

Switch»en
Switchiconf t

Enter configuration commands, one per line.

Bwitch{config)#no ip domain-1
Switch{config) #no ip domain-lookup
Switch{config) |

Je change le nom du commutateur

OWLLUILCUILL L) 01U L OUDIE LT LIASRWES
Bwitch{config)#hostname 52
52 {config) §

End with CHNTL/Z.
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J’attribue class comme mot de passe pour le mode privilégié

e ——— ————— e ——— e —— ——

52 (config) #enable secret class
52 {config) g

J’attribue cisco comme mot de passe console et vty

_________ M T S
52 ({config) #line con 0O

52 ({config-line) §pasaword cisco

52 {config-line) #login

52 {config-line) #logging synchronous
52 ({config-line)#line wty O 4

52 ({config-line) §pasaword cisco

52 ({config-line) #login

52 ({config-line) #exec—timecut 5 0
52 ({config-line) #logging aynchronous
52 ({config-line)§

Etape 4 : Configurez des VLAN sur chaque commutateur

Je créer les VLAN sur S1

51 {config-vlan)#vlan 10

5l {config-vlan) #name Donnees

51 {config-vlan) #vlan 595

5l {config-vlan) fname ManagementaMative
51 {config-vlan)#vlan 5595

51 {config-vlan) #fname BlackHole

51 {config-vlan)§

Je mets une adresse IP au VLAN 99

Sl:ccnfié—vlan]ﬁint vlan 55

5l {config-if)§

SLINE-5-CHANZED: Interface V1lan93, changed state to up
51 {config-if) §ip address 17Z.17.533_.11 255.255.255.0

51 {config-if) g

Je mets I’interface F0/6 en tant que port access et je 1’attribue au VLAN 99

Slgconf t

Enter configuration commands, one per line. End with CHIL/Z. e 5
Bl {config) #int £0/6

Bl {config-if) #awitchport mode acceas

5l {config-if) #awitchport access wlan 55

81 {config-if)#

SLINEPROTO-5-UFDOWN: Line protococl on Imterface V1an8%, changed state to up




Je créer les VLAN sur S2

S2gconf t

Enter configuration commands, one per line. End with CHTIL/Z.
52 {config) #vlan 10

52 ({config-vlan) #fname Donnees

52 {config-vlan)#vlan 55

52 {config-vlan) #name Management&Matiwve

52 ({config-vlan) #wvlan 999

52 {config-vlan) #name BlackHole

52 {config-vlan) g

Je mets une adresse IP au VLAN 99

52 {config) #int wlan 53
52 {config-if)#
SLINE-5-CHRMEZED: Interface V1lan9%, changed state to up

§2{config-if) §ip address 172.17.95.12 255.255.255.0
52 {config-if) g

Je configure les interfaces F0/11 et FO/18 en tant que port d’acces et je les
attribues au VLAN 10 et 99
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52 {config) #int £0,/11

52 {config-if) awitchport mode access

52 ({config-if) gawitchport access wlan 10

52 {config-if)#int £0,/18

52 ({config-if) gawitchport mode accesas

52 {config-if) gawitchport access wlan 93

52 {config-if) &

SLINEPROTO-5-UPDOWN : Line protococl on Imterface Vlan3%, changed state to up

82 {config-if) g

Je tape la commande show vlan brief sur les deux switchs

51fsh wlan br

VLAN Name Status Borts

1 default actiwve Fals1l, Fals2, Fals3, Fald/ 4
Fals5, FalOs7, FalOs3, Fals3
Fa0/s10, Fa0/11, Fa0/s12, Fal/13
Fal/14, Fa0/15, Fal/1&, Fal/ /17
Fals18, Fa0/1%, Fa0/20, Fals21
FalfZ2Z, Fal/23, Fal/Z4, Gigls1

Eighs2
1a Donnees active
59 Management&aNative active Fal/&
52§sh wlan br
VLAN Hame Status Borts
1 default active Fal/1l, Fal/s2, Fald/s/3, Falsf4

Fa0/5, Falf&, Fa0/7, Fal/sa

Fa0/%, Fal/10, Fad/1Z, Fal/13
Fa0/14, Fa0/15, FaO/l6, Fal/17
Fa0/19, Fa0/20, Fal/21, Fa0/22
Fal/23, Fal/24, Gigdsl, Gigh/sz

140 Donnees actiwve Fal/11
59 ManagementaNative active Fal/18
9599 BlackHole active
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Etape 5 : Configurez la sécurité de base du commutateur

Je désactive les interfaces non utilisées sur S1

5l {config-if-range) #int range £0,2 - 5§
5l {config-if-range) #shut

5l {config-if-range) #int range £0/57 - 24
51 {config-if-range) #shutdown

5l {config-if-range) #int range g1 - 2
51 {config-if-range) §shutdown
%LINE-5—-CHRNGED: Interface GigabitEthernetd/1

SLINF-5-CHAENEED: Interface EFigabitEthernetd/2
S1 {config-if-range) §|

]

]

changed state to administratiwvely down

changed state to administratively down

Je désactive les interfaces non utilisées sur S2

B2fconf ¢

Enter configuration commanda, one per line.

52 {config) #int range £0,/2 - 10
52 {config-if-range) #shut
52 {config-if-range)

52 ({config-if-range) #int range £0,/12 - 17
52 {config-if-range) #shutdown
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End with CHNIL/Z.
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Etape 6 : Vérifiez la connectivité entre les périphériques ainsi
que les informations VLAN

Je ping S1 depuis PC-A

ely
.-.':'F'l"'

na trip ci
Oma, Maximum

Ping S2 depuis S1

S5lfping 172.17.35.12

Type escape seguence to a2bort.
Sending 5, 100-byte ICMP Echos to 172.17.5%5.12, timecut is 2 seconds:

Success rate ia 0 percent (0/55)

S1g

Ping S2 depuis PC-B

Pinging 1 211 with 32 bytes of data:

Bequest timed out.
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Ping S1 depuis PC-B
ping 1
Pinging 172.17.9%.12 with 32 bytes of data:
ti
ti cut .

B v out .
timed out.

Ping statistica £ 172 . :
Sent = 4, R ved = 0, 4 (100% loas),

{100% loas)

> timed out.
> timed out.
> timed out.
Bequest timed out.
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Ping S2 depuis PC-C

C:-%»ping 172.17.
Pinging 172.17

Beply

, eived = 4,  Lost
p times 1m milli-
ximum = 0Oms, Awve

Pinging 17:

uest timed out.
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Partie 2 : Implémentation de la sécurité VLAN sur les

commutateurs

Etape 1 : Configurez les ports trunk sur S1 et S2

Je configure les ports trunk sur S1 et S2

Slgconf t

Enter configuration commands, one per line.

51 {config) #int £0/1
51 {config—if) #awitchport mode trunk
81 {config-if) g

End with CHNIL/Z.

BZ2gconf t©

Enter configuration commands, one per line.

52 {config)#int £0/1
52 {config-if) #awitchport mode trunk
§2 {config-if) §

End with CNTL/Z.
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Etape 2 : Modifiez le VLAN natif pour les ports trunk de S1 et S2

Je configure le vlan natif sur S1 et S2

S1fconf t

Enter configuration commands, one per line. End with CHIL/Z.
51 {config) #int £0,/1

51 {config-if) #awitchport trunk natiwve wlan 95

51 {config-if) §|

SZfconf t

Enter configuration commanda, one per line. End with CHTIL/Z.
52 ({config) #int £0/71

52 {config-if) g§awitchport trunk native wlan 935

52 {config-if) g

Sur S1 je tape la commande show interface trunk

Sl»en

Fassword:

Slgshow interface trunk

Port HMode Encapsulation Status Natiwve wlan
Falsfl on 802 _.1q trunking 59

Eort Vlans allowed on trunk

Fads1l 1-1005

Bort Vlans allowed and actiwve in management domain

Fads1l 1,10,9%5,595

Bort Vlans in spanning tree forwarding atate and not pruned
Fad/s1 1,140,595, 593

1§

Sur S2 je tape la commande show interface trunk

S2»en

Password:

S52¢show interface trunk

Port Mode Encapsulaticon Status Native wlan
Fals1l on 2802 .1g trunking =4

Port Vlans allowed on trunk

Fal/s1 1-1005

Port Vlans allowed and active in management domain

Fald/s1 1,10,9%,5955

Port Vlans in spanning tree forwarding state and not pruned
Falds1 1,1d0,59%,5955

SZg
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Etape 3 : Vérifiez que le trafic peut correctement traverser la
liaison trunk

Je ping S1 depuis PC-A

C:\iping 172.17.5993.11

Pinging 172.17.589_.11 with 32 bytes of data:
5.11:
5.11:
3.11:
5.11:

1
1
1
1

L
m
L
I

(100% loas),

C:hwrping 172.17.

Pinging 172_.1

Bequest timed out.

C:\»ping 172.17.595.4

Pinging 172.17.5%%_.4 with 32 bytes of data:

Bequest timed out.
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Je ping S1,S2 et PC-A depuis PC-C

Pinging 172_17. - with
ply -11: byte
-11: byt
-11: byt
-11: bytes

W Lwp

(0% loaag)

Oms

E 7 4 Lixst

i1p times in milli-=3

Minimim = 0Oms, Maximum
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Etape 4 : Empéchez I'utilisation du protocole DTP sur S1 et S2

51fsh int £f0/1 awitchport

Hame: Fal/sSl

Switchport: Enabled

Zdministrative Mode: trunk

Operational Mode: trunk

Zdministrative Trunking Encapsulation: dotlg

Operational Trunking Encapsulation: dotlg
HNegotiation of I:u.:lki:lg
Aocess Mode WLAN: 1 (default)

Je désactive la négociation sur S1

Slgconf ¢

Enter configuration commands, one per linme. End with CHNIL/EZ.

51 {config)#int £0/51
51l {config-if) #awitchport nonegotiate
81 {config-if) g

Je désactive également sur S2

SZgconf t©

Enter configuration commanda, one per line. End with CHTIL/Z.

52 {config) #int £0/1
52 (config-if) §switchport nonegotiate
S2 {config-if) §|

Je vérifie qu’il est bien désactiver sur S1 et S2

5l1&¢sh int £0/1 switchport

Hame: Fal/sSl

Switchport: Enabled

Zdministrative Mode: trumnk

Cperational Mode: trunk

bdministrative Trunking Encapsulation: dotlg
Cperational Trunking Encgg ion: dotlg
Negotiation of Trunking
Zocess Mode VIAN: 1 (def

52gsh int £0/1 switchport

Hame: Fal/s1

Switchport: Enabled

A2dministrative Mode: trumnk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlg

Operational Trunking Encapsulation: dotlg
Hegotiation of I:unki:lg

RAocess Mode VLIEN: 1 (default)
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Etape 5 : Sécurisez les ports d'accés sur S1 et S2

Blfshow interface f£0,/2 switchport
Hame: Fal/f2
Switchport: Enabled
Edministratiwve che:ldfuamic 2uto I
Operational Mode: down

ddministrative Trunking Encapsulation: dotlg

Pem o i e = 1T M Ted e =  JE—

S51fshow interface £0,/2 switchport
Hame: Fal/fZ
Switchport: Enabled
tdministrative che:ldfﬂamic auto I
Operatiocnal Mode: down

tdministrative Trunking Encapsulation: dotlg

Operational Trunking Encgg ation: natiwve
Wegotiztion of Trunking:j On |
Locess Mode VLAN: 1 (default)

Je désactive le trunking sur les port d’acces de S1

Slgconf t

Enter configuration commands, one per line. End with CHIL/Z.
5l {config) #int range £0/2 - 5

Bl {config-if-range) fawitchport mode access

5l {config-if-range) §awitchport access wlan 935
81 {config-if-range) #

Je désactive également sur S2

S2gconf t©

Enter configuration commands, one per line. End with CHNTIL/Z.
52 {config) #int range £0/2 - 5

52 {config-if-range) fawitchport mode access

52 {config-if-range) fawitchport access wlan 935

52 {config-if-range)

BTSSIO 1

Page 17




Je vérifie que le port FO/2 est configuré pour accéder a S1

S513h int £0/2 switchport

HName: Fals2

Switchport: Enabled

Zdministrative Mode: static access
Operational Mode: down

Edministrative Trunking Encapsulation: dotlg
Operational Trunking Eng ation: natiwve
Hegotiation of Trunkingj O
Zoocess Mode VLAN: 9353 (BlackHole)
Trunking Native Mode VLAN: 1 (default)

Je vérifie les attributions des ports VL AN sur les deux switchs

51fsh wlan br

1 default active Fals7, Fals8, Fal/ss, Fal/s10
Fal/11, FalO/12, Fa0s13, Fal/14
Fals15, FalO/fl1l&e, Fal/s17, Fal/18
Fa0s1%, Fal,/20, Faldsf21l, Fal/ /22
Fals23, FalOs24, Giglds1l, GigO/s2

140 Donnees actiwve
- C a;;;‘-vﬁ E;an"lfﬁ
999 BlackHole actiwve Fals2, Fal/3, Fals4, Fal/shs I
< rddl-derau ECL1Ve
1003 token-ring-default actiwve
1004 fddinet—-default actiwve
1005 trnet—-default actiwve
51¢

52f§sh wlan br

VLEN Hame Status Ports

1 default actiwve False, Fals7, Falds8, Fald/ s
Fal/10, Fal/12Z, Fal/13, Fals14
Fal/15, Fal/1&e, Fa0/17, Fal/s1%5
Fal/s20, Fald/21, Fals22, Fals23
Fal/s24, Gigldsl, Giglds2

]

140 Donnees actiwve Fal/11

. . . Za/la
5999 HlackHole active Fal/s2 Fal/s/3.  Fal/s4 Fald/b
1002 fddi-default active
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Je fais en sorte que le port trunk FO/1 sur S1 autorise seulement les VLAN
10 et 99

Slfgconft t

Enter configuration commands, one per line. End with CHIL/Z.
51 {config) #int £0/1

51 {config-if) #awitchport trunk allowed wlan 10,935

51 {config-if) g

Je fais la méme chose sur S2

52fconf t

Enter configuration commands, one per line. End with CNTL/Z.
52 {config)#int £0/1

52 {config-if) gawitchport trumk allowed wlam 10, 55

52 {config-if) g

Sur S1 et S2 je vérifie les VLAN autorisés

Bl1§sh int trunk

Port Mode Encapsulation Status Hatiwve wlan
Fal/1 on 802 _.1qg trunking 59

Port Vlans allowed on trunk

Fals1 14,455

Eort Vlans allowed and active in management domain

Fads1 14,535

Bort Vlans in spanning tree forwarding state and not pruned
Fads1 14,53

51g

52#3h int trunk

Bort HMode Encapsulation Status Natiwve wvlan
Fal/s1 on 80Z_1q trunking 4949

Eort Vlans allowed ocn trunk

Fads1 140,53

EBort Vlans allowed and active in management domain

Fads1 140,53

BPort Vlans in spanning tree forwarding state and not pruned
Fads1 14,4593

szg
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